Basics

1. BitOis an abbreviation for which one of the following?
(a) Binary digit
(b) Best kit
(¢) Binary kit
(d) None of the above

2. Choose all of the following that can be used as a bit:
() a measuring device
(1) powers of ten
(111) something that can be in one of two distinct states
(a) (1) only
(b) (1) only
(c) (111) only
(d) None of the above.

3. Choose all of the following statements that are true:
(1) A bit isthe smallest unit of information on an information processor.
(1) A single bit can hold only one of two values which can be labeled as 0
and 1.
(1) More complex information is obtained by combining bits into
larger aggregates.
(@) (I) and (I1) only
(b) (1) and (111) only
(c) (1) and (111) only
(d) (1), (1) and (111)
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4. Choose all of the following that can be used as a bit:
() the left and right orientations of a magnetic domain
(11 the voltage across the plates of a capacitor with charge above and
below a predetermined cut-o! value
(111) head and tail of a coin
(a) (1) and (1) only
(b) (1) and (I11) only
(c) (1) and (I11) only
(d) (1), (1) and (111)

5. A quantum mechanical bit is called a QqubitQ Choose all of the following statements that are

correct about a qubit:
(1) A qubit can exist in many di! erent quantum states.
(11 Measurement of a qubit can only produce one of two possible outcomes.
(I11) Thereis no di! erence between a classical (hitOand a QqubitQ

(a) (1) only

(b) (1) only

(¢) (1) and (1) only

(d) (I11) only

6. Choose all of the following that can be used as a qubit:
(1) the spin states of an electron
(11 the polarization states of a photon
(111) the ground state and the brst excited state of a one dimensional
inPnite square well.
(@) (I) and (I1) only
(b) (1) and (I11) only
(c) (1) and (I11) only
(d) (1), (1) and (111)

7. For atwo-state system in quantum mechanics, what is the dimensionality of the associated vector
space?
(a) 2 dimensional
(b) 4 dimensional
(¢) 6 dimensional
(d) 8 dimensional
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8. How many linearly independent vectors (basis vectors) do you need to represent any vector in a

10.

two dimensional vector space?
(a) 2
(b) 4
(c) 6
(d) 8

All of the angles (e.g., 60° shown below) are measured with respect to the horizontal polarization
axis toward the vertical polarization axis in the counterclockwise fashion. All polarizers are ideal.

vertical

7

60°

horizontal

The vector space corresponding to photon polarization is two dimensional. Suppose we choose the
vertical and horizontal polarization states of a photon asthe basis vectors. How should we represent
anormalized 45° polarization state?

Notation: |S!,s0 represents 45° polarization state, |V! represents the vertical and |H! represents
the horizontal polarization state.

(@) |Slgs0 = [VI+ |H!

(b) [Slygo = VI " |H!
(©) IStz = (VI + IH!)/i
(d) |Slys0 = (VI + HD/ 2

Choose all of the following that can be used as basis vectors for the polarization state of a photon:
(1) vertical and horizontal polarization states
(11) 450 and " 45° polarization states
(111) 30° and " 60° polarization states

(a) (1) and (11) only

(b) (1) and (I11) only

(c) (1) and (I11) only

(d) (1), (1) and (I11)
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11. Choose all of the following pairs of basis vectors that are orthogonal to each other:

(1) vertical and horizontal polarization states
(11) 450 and " 45° polarization states
(111) 30° and " 60° polarization states

(a) (1) and (11) only

(b) (1) and (I11) only

(o) (1) and (I11) only

(d) (1), (1) and (111)

12. Choose all of the following statements that are correct:

(1) 0° polarization is the same as 180° polarization.
(11) 120° polarization is the same as " 60° polarization.
(111) 45° polarization is the same as " 45° polarization.

(@) (I) and (I1) only

(b) (1) and (111) only

(©) (1), (1) and (111

(d) None of the above

13. In a two dimensional vector space, how many di! erent orthogonal bases can you choose?
(a) 2
(b) 4
(c)2$2+1=5
(d) inbnite

14. If you are using 45° and " 45° polarizers to measure the polarization states of photons, what may
be the best choice for basis vectors?
(@) [S! 450, |S! _4s0
(b) |V!, H!
() [Stago, |S! g0
(d) None of the above
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15. Which one of the following is the correct expression for a general polarization state of a photon in
terms of the vertical and horizontal polarization states as the basis vectors?
(@) |S! =1 |H!+ "|V! where! 2+ "2=1,

(b) S = [H!+"|V! where|! |?+ |"|?= 1.
(c)|SI=T|H!$ "|V! where! +" = 1.
(d)|S!="1[H!'$ "|V!I where|! |2+ |"|?= 1.

16. Choose all of the following that are examples of qubits:

(M {H"}
(N {|H!, [V} ]} ;
(1) {|S!450 = (V! + [HD/ 2, |S! 40 = (JV!" |[HD/ 2}
(a) (1) only
(b) (1) only

(o) (1) and (I11) only
(d) (I, (1) and (I11)

17. If a single photon with a vertical polarization state passes through a vertical polarizer, which one
of the following is true?
(a) The photon will pass through the polarizer with a 100% probability.
(b) The photon will pass through with a 75% probability.
(¢) The photon will pass through with a 50% probability.
(d) The photon will not pass through.

18. If a single photon with a horizontal polarization state passes through a vertical polarizer, which one
of the following is true?
(a) The photon will pass through the polarizer with a 100% probability.
(b) The photon will pass through with a 75% probability.
(¢) The photon will pass through with a 50% probability.
(d) The photon will not pass through.

19. If a single photon with a polarization state |S! 450 passes through a vertical polarizer, which one of
the following is true?
(@) The photon will pass through the polarizer with a 25% probability.
(b) The photon will pass through with a 45% probability.
(¢) The photon will pass through with a 50% probability.
(d) The photon will pass through with a 75% probability.
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20.

21.

22.

23.

If a single photon with a polarization state |S!gg passes through a vertical polarizer, which one of
the following is true?

(a) The photon will pass through with a 30% probability.

(b) The photon will pass through with a 60% probability.

(¢) The photon will pass through with a 25% probability.

(d) The photon will pass through with a 75% probability.

If a single photon with a normalized polarization state [S! = ! |[H! + " |V! passes through a vertical
polarizer, which one of the following is true?

(a) The photon passes through the polarizer with a probability |! |.

(b) The photon passes through the polarizer with a probability |"|.

(c) The photon passes through the polarizer with a probability |! |2.

(d) The photon passes through the polarizer with a probability |"|2.

If a single photon with a normalized polarization state |S! = ! [H! + " |[V! passes through a hori-
zontal polarizer, which one of the following is true?

(a) The photon passes through the polarizer with a probability |! |.

(b) The photon passes through the polarizer with a probability |"|.

(c) The photon passes through the polarizer with a probability |! |2.

(d) The photon passes through the polarizer with a probability |"|2.

If a single photon with a polarization state |S! g passes through a 45° polarizer, which one of the
following is true? (Hint: Choose your basis vectors to be + 45° polarization states.)

(a) The photon passes through the polarizer with 45% probability.

(b) The photon will pass through the polarizer with approximately 7% praobability.

(¢) The photon will pass through the polarizer with approximately 93% probability.

(d) The photon will pass through the polarizer with a 15% praobability.

72



Flying Qubits: Key Distribution over a Public Channel using Polarization States of
Single Photons

In all of the discussions below, keep in mind that it isimpossible for Alice and Bob to meet in person.

Alice wants to send to Bob a binary CkeyO (for encoding and decoding secret information) over a
public channel (where a third party can eavesdrop on what is being sent).

Alice and Bob discuss the following protocol over the phone (also a public channel where a third
party can eavesdrop):

¥ Alice will send to Bob single photons with either horizontal or vertical polarization randomly with
equal probability.

¥ Bob will intercept the photons sent by Alice using a polarizer which is randomly oriented either
horizontally or vertically with equal probability. Bob® ideal polarizer has a 100% €' cient photo
detector behind it. When a photon passes through his polarizer, the photo detector clicks.

¥ They agree to denote a horizontally polarized photon state as bit @0and the vertically polarized
photon state as bit @0

¥ Every time Alice sends a photon, she alerts Bob on the phone that she is sending something
without saying which itO(qubit) it is.

¥ They also decide that every time Bob detects a photon in his polarization measurement, he will
send an email (which is a public channel) to Alice saying Q got itOwithout writing to her whether
he was using a horizontal or vertical polarizer.

¥ They decide that every time Bob says O got itOboth Alice and Bob will record that bit as part
of the key they are generating for encoding and decoding information.

¥ A photon can only be intercepted by one person® polarizer/ detector system. If Eve intercepts a
photon sent by Alice with her polarizer/ detector system, she will haveto send to Baob a replacement
photon.

¥ If Eve is eavesdropping and intercepting the photons sent by Alice with her polarizer with a
horizontal or vertical polarization axis with equal probability similar to Bob, she will have to send
to Bob a replacement photon, otherwise Bob will not receive a photon when Alice alerted him and
he will know someone has been tampering with the system.

¥ Assume that the time it takes Eve to replace a photon is negligible so that Bob does not notice
any time-lag if Eve intercepts Alice@ photon and sends to Bob a replacement photon in its place.
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24,

25.

26.

27.

28.

Suppose Bob uses his polarizer with a vertical polarization axis and detects a photon. With what
certainty can heinfer the polarization state of the photon that Alice sent and what isit?

(a) 100% certainty, vertical polarization

(b) 100% certainty, horizontal polarization

(c) 50% certainty, vertical polarization

(d) 50% certainty, horizontal polarization

Suppose Bob uses a polarizer with a vertical polarization axis and detects no photon. With what
certainty can heinfer the polarization state of the photon that Alice sent?

(a) 100% certainty, vertical polarization

(b) 100% certainty, horizontal polarization

(c) 50% certainty, vertical polarization

(d) 50% certainty, horizontal polarization

Can Bob keep his polarizer bxed rather than switching between a vertical and a horizontal polarizer
to get the same information about what Alice sent? Explain your reasoning.

(a) Yes.

(b) No.

Completethethird column of the following table based upon your responsesabove. Thebrst column
gives the polarization state of the polarizer Bob uses, the second column gives what Bob observes
in the detector placed behind his polarizer and the third column gives what Bob can infer about

the polarization state of the photon from his observations.

Bob uses | Bob observes | Bob infers
[V! nothing
[V! photon
[H! nothing
[H! photon

If Eveiseavesdropping and sheisintercepting the photonsthat Alice sends by keeping her polarizer
with a bxed vertical axis, can she tell the polarization state of each photon that Alice sends with
100% certainty? Explain. (Note: Eve had overheard what Alice and Bob had discussed on the
phone)
(a) Yes
(b) No
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29. Eve can tel the polarization state of each photon that Alice sends with 100% certainty. Can Eve
generate a replacement photon with the correct polarization (same polarization as Alice®) and send
it to Bob without him realizing that the photon did not come from Alice but from Eve? Explain
(a) Yes
(b) No

Summary: The above scheme is not safe for generating a secure key over a public channel for
encoding and decoding information because Eve can generate the same key by intercepting the
photons sent by Alice and sending to Bob replacement photons without Alice and Bob knowing.
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Flying Qubits: Safe Key Distribution over a Public Channel using Two
Non-orthogonal Polarization States of Single Photons

Let@ consider another protocol for transmitting the CkeyOover a public channel using photons with
non-orthogonal polarizations.

Bob's filtars

Polarised photons

Alice’s filters

—
Light source ’l)* /*

' Photons

B
__.-—-’---'

Note: All of the questions that follow in this tutorial refer to the following protocol
used by Alice and Bob.

Alice and Bob discuss the following protocol over the phone (also a public channed where a third
party can eavesdrop):

¥ Alice will send single photons either with +45° polarization or 0° polarization (horizontal polar-
ization) randomly with equal probability.

¥ Bob will use a polarizer with polarization axis either at " 45° or 90° randomly with equal prob-
ability. The 100% €' cient photo detector placed behind his polarizer detects every photon that
passes through his polarizer.

¥ Over the phonethey decideto label the + 45° polarization state as bit QlOand the 0° polarization
state as bit @MQ

¥ Every time Alice sends a photon, she alerts Bob on the phone that she is sending something
without saying which (itOit is.

¥ Every time Bob measures a photon (i.e., he gets a lickOin his photo detector), he sends Alice
an email with Q got itOwithout saying QvhatO polarization he got and both of them note down
that hitOas part of their shared key.

¥ A photon can only be intercepted by one person® polarizer/ detector system. If Eve intercepts a
photon sent by Alice with her polarizer/ detector system, she will have to send to Bob a replacement
photon.

¥ If Eve is eavesdropping and intercepting the photons sent by Alice with her polarizer with polar-
ization axis either at " 45° or 90° with equal probability similar to Bob, she will have to send to
Bob a replacement photon, otherwise Bob will not receive a photon when Alice alerted him and he
will know someone has been tampering with the system.

¥ Assume that the time it takes Eve to replace a photon is negligible so that Bob does not notice
any time-lag if Eve intercepts Alice( photon and sends to Bob a replacement photon in its place.
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30.

31.

32.

33.

Bob uses a " 45° polarizer and detects a photon. In this case, with what certainty can Bob infer
the polarization state of the photon that Alice sent and what isit?

(a) 100% certainty, " 45° polarization.

(b) 50% certainty, " 45° polarization.

(c) 100% certainty, 0° polarization.

(d) 50% certainty, 0° polarization.

Bob uses a " 45° polarizer and the detector does not click. Can he infer the polarization state of
the photon that Alice sent and what isit?

(a) Yes. Alice must have sent a photon with 0° polarization.

(b) Yes. Alice must have sent a photon with 45° polarization.

(c) No. Alice could have sent a photon with either polarization (0° or 459).

(d) None of the above.

Bob uses a 90° polarizer and detects a photon. With what certainty can Bob infer the polarization
state of the photon that Alice sent and what isit?

(a) 100% certainty, 45° polarization.

(b) 50% certainty, 45° polarization.

(c) 100% certainty, 0° polarization.

(d) 50% certainty, 0° polarization.

Bob uses a 90° polarizer and the detector does not click. Can he infer the polarization state of the
photon that Alice sent and what isit?

(a) Yes. Alice must have sent a photon with 0° polarization.

(b) Yes. Alice must have sent a photon with 45° polarization.

(c) No. Alice could have sent a photon with either polarization (0° or 459).

(d) None of the above.

Choose all of the following statements that are correct:
(1) If Bob® detector clicks, he can infer the polarization of the photon
that Alice sent.
(11) If Bob@ detector does not click, he cannot infer the polarization
of the photon that Alice sent.
(111) 1f Alice sends a photon with 0° polarization and Bob uses a " 45°
polarizer, that photon will partly get absorbed and partly transmit.
(a) (1) only
(b) (11 only
(c) () and (I1) only
(d) (1) and (I11) only
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35.

36.

37.

Assume Alice and Bob conduct a large number of experiments. Complete the following table by
recording in the third column Qhe probability that a photon will pass through and hence Bob®@
detector clicksQ (Note: Please review the protocol for transmitting the key at the beginning of this
section that Alice and Bob use)

Probability of detector click

Alice Bob uses " 45° polarizer

transmits 45° | Bob uses 90° polarizer

Alice Bob uses " 45° polarizer

transmits 0° | Bob uses 90° polarizer

For which of the above situations in the table is Bob 100% sure about the polarization state of the
photon sent by Alice?

(a) In all cases

(b) In none of the cases

(¢) Only when a photon is blocked by his polarizer

(d) Only when a photon passes through his polarizer.

Choose all of the following statements that are correct:
(1) In 25% of all cases Alice will send a photon with 45° polarization and
Bob will use a" 45° polarizer.
(11) In 25% of all cases Alice will send a photon with 0° polarization and
Bob will use a" 45° polarizer.
(111) In 25% of all cases Alice will send a photon with 0° polarization and
Bob will use a 90° polarizer.
(a) (1) and (1) only
(b) (1) and (I11) only
(c) (1) and (111) only
(d) (1), (1) and (111)
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38.

39.

For what percentage of his measurements is Bob 100% sure about the polarization of the photon
sent by Alice out of all of the experiments that Alice and Bob conduct? Recall that Alice uses her

polarizer with 45° and 0° polarization with equal probability and Bob uses his polarizer with " 45°
and 90° polarization with equal probability.

(Hint: Use thetable you constructed.)

(a) 75%

(b) 50%

(c) 25%

(d) 12.5%

Complete the second last row of the following table which refers to the situation when Ca bit is
recorded by Alice and Bob as part of the keyOby writing Y (yes) and N (no). Complete the last
row of the following table by writing the bit A lOor Q which refers to what Alice and Bob record
(if nothing is recorded and the itOis discarded, put a dash " ).

(Note: Please review the protocol for transmitting the key at the beginning of this section that
Alice and Bob use.)

Alice@ polarization:

5
NN

Bob® polarization: N on| % 9% | O°

Bob@ detector clickss | N | N | Y | N[N |Y

Bit is recorded:
(Y or N)
Which bit they record:
(Oor lor-)

If Eve is eavesdropping and is using her polarizer with " 45° or 90° polarization axis randomly
with equal probability to intercept the photon that Alice sent (same strategy as Bob), for what
percentage of her measurement is she 100% sure about what Alice sent?

(a) 75% of the time.

(b) 50% of the time.

(c) 25% of the time.

(d) 12.5% of the time.
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Bol's filtars

Alice’s filters Polarised photons

Photons

Light source r’% ’4*

Alice’s bit value
Alice's polarisation
Bob's polarisation
Bob's result
Transmitted key

Photons always blocked
Alice transmits

1

Some photons blocked
Bob measures

with 80° filter

Bob measures
with =45° filter

Alice transmits
0

4-_0‘ Bob measures
with 90° filter

Some photons blocked

Photons always blocked
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41. When Eve@® detector does not click after she intercepts Alice® photon, she is not sure about the

42.

polarization of the photon sent by Alice. Eve will have to guess the polarization of the replacement
photon she will send to Bob (in place of the one she intercepted). Suppose Eve is intercepting
every photon sent by Alice and sending a replacement photon to Bob. Choose all of the following
statements that are correct about the best overall strategy for sending replacement photonsto Bob
when Eve is not sure what she intercepted from Alice:

(1) If Eve@polarizer isat 90° when sheintercepted the photon sent by Alice
and the detector does not click, she has less chance of making an error
if she sends a replacement photon with 0° polarization to Bob.

(11) If Eve® polarizer isat " 45° when she intercepted the photon sent by
Alice and the detector does not click, she has less chance of making
an error if she sends a replacement photon with 45° polarization to Bob.

(111) 1f Eve® polarizer is at 90° and the detector does not click, she has
the same chance of making an error regardless of whether she sends 0°
or 45° polarization photon to Bob to replace it.

(a) (1) only
(b) (I1) only
(c) (I11) only

(d) () and (I1) only

Suppose Eveinterceptsall the photons sent by Alice. Using the suggestionsin the previous question,
Eve uses the best strategy to send the replacement photons to Bob. Out of all the replacement
photons she sends to Bob, for what percentage of measurements will she make an error in sending
the correct bit to Bob?

(a) 75 % of the time.

(b) 50 % of the time.

(©) 25 % of the time.

(d) 12.5% of the time.

Suppose Alice transmits a photon at 45° and Eveinterceptsit with apolarizer at 90° and the photon
gets blocked. Eve does not know whether Alice had sent the photon with 45° or 0° polarization. In
order to send a replacement photon to Bob, she makes a wrong guess and sends him a photon with
0° polarization. Suppose Bob had his polarizer at " 45° and there is a GrlickQ Bob sends an email
to Alice with the message Q got itOand both write down that CbitOas part of the key. Which one
of the following is true?

(a) Alice will write a QlOwhile Bob will write a Q

(b) Alice will write a GOwhile Bob will write a A.Q

(c) Both Alice and Bob will write a AQ

(d) Both Alice and Bob will write a @Q
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44. After the whole key is generated, Alice and Bob decide to compare over the phone every 101" bit to
ensure they agree on the shared key they generated. (Of course, they discard the bitsthey compare
so that it isnot a part of the key they generate.) If they bnd a signibcant discrepancy in the bits
they compare, it may be because

(1) Eve was eavesdropping and replacing some of Alice® photons with new
photons having the other polarization.
(1) Alice was very tired and noted the bits incorrectly.
(111) Bob was very tired and noted the bits incorrectly.
Choose all of the above statements that are very likely:

(a) (1) only
(b) (1) only
() (111) only

(d) (1), (1) and (111)

Considering Alice and Baob were not tired (typically these are machines), if they bnd a big discrep-
ancy, they will suspect eavesdropping. They will discard the key they generated over the public
channel completely and decideto try to generateit at alater time (when nobody is eavesdropping).
Read a well-written article by C. Bennett in Phys. Rev. Lett., Vol. 68, Number 21, 25 May 1992
for further discussion on this topic.

Summary: There is no classical method for transmitting a key securely over a public channel.
We discussed a quantum mechanical protocol for transmitting a key securely over a public channel
using the polarization states of single photons as the bits (qubits). Alice uses a polarizer with
non-orthogonal polarization states to send the photons (e.g., 0° and 45°) and Bob uses a polarizer
with two non-orthogonal polarization states (e.g., 90° and " 45°%) together with a photo detector to
detect the photons sent by Alice. A systematic comparison after a su" ciently long key is generated
by each person will display at least 25% error if someone was eavesdropping.

Note that error can beintroduced in the shared key generated by Alice and Bob dueto decoherence
(interaction of the photon with the surroundings which can change its polarization state). The
el ect of decoherence is relatively small over small distances. The above scheme has been tested
successfully over ' 10 km distance and applications are envisioned for the banking industry (e.g.,
http:// www.idquantique.com/). For larger distances, decoherence e! ects will become important
and quantum error correction will be needed. Quantum error correction techniques are challenging
and have been tested only at a very rudimentry level. The main challenge isthe necessity to correct
the error introduced by decoherence without performing a measurement because a measurement

can change the quantum mechanical state of the photon.
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