TO: University Community

FROM: University Technology Services (UTS)

SUBJECT: New  “W32.Sobig.B@mm” Computer Virus

DATE:   May 19, 2003 

This afternoon, UTS was notified about a new computer virus that seems to be spreading very quickly via E-mail.   It is very misleading to recipients because it falsely appears to have been sent by  “support@microsoft.com.” This is a variant of the “Sobig.A” virus we warned users about in mid-January.   According to the latest information, the “Sobig.B” or “Palyh” viral worm does not appear to do serious harm to infected machines, but it quickly spreads itself to other machines and clogs up E-mail systems.

Information about the virus is incomplete, but unlike some recent ones, this one seems very detectable. With incoming mail messages containing the virus:

the subject will be one of these:

· Your details 
· Approved (Ref: 38446-263) 

· Re: Approved (Ref: 3394-65467) 

· Your password 

· Re: My details 

· Screensaver 

· Cool screensaver 

· Re: Movie 

· Re: My application
The message body will be :   All information is in the attached file.

In some cases, the message may arrive without the attachment below, but it may still contain the virus

The attachment name will be one of the following [ the “f” may be missing in .pif]:
· your_details.pif 

· ref-394755.pif 

· approved.pif 

· password.pif 

· doc_details.pif 

· screen_temp.pif 

· screen_doc.pif 

· movie28.pif 

· application.pif


The sender will probably be:  support@microsoft.com

If you receive an E-mail message with any of the subjects above, or containing any of the attachments above, we would suggest that you DELETE it at once. If possible, do not even open it for inspection. Just highlight it with one click and  DELETE it. Whatever you do, DO NOT open the attachment!

UTS has now installed filters on its main FIU E-mail servers and is now successfully keeping this virus out of the primary E-mail system.   However, “Sobig.B”  probably entered the FIU environment before filtering began, or it could still attack through a secondary (departmental) mail server. 

FIU McAfee users whose virus definitions updates are managed by UTS may check their updates by right clicking on the McAfee shield and then right clicking on "About". The virus definitions should be at 4.0.4265. If you find that is not the case, please contact the UTS Support Center by one of the methods listed in the next paragraph. Norton anti-virus software users should be protected against this new viral worm if they download/update their virus definitions files to the latest definitions. We suggest that you do this IMMEDIATELY.
If you think that you may have already been infected by the virus, or if you have questions not answered by this memo, please contact the UTS Support Center at 

305-348-2284 or   complete the Support Center’s on-line service request form at http://uts.fiu.edu/
Further detailed information about this virus may be found at:

http://vil.mcafee.com/dispVirus.asp?virus_k=100307    

                      or

http://www.symantec.com/avcenter/venc/data/pf/w32.sobig.b@mm.html
                      or

http://www.msnbc.com/news/915499.asp?0cv=TA00
